The Changing State of Mobile App Security

Key Enterprise Strategy Group research findings S

Organizations are misaligned on mobile app security perception vs. reality

93% of organizations believe 97% believe they have up-to- Yet, 62% say they have

their mobile app protections date policies outlining mobile experienced at least one
are sufficient enough to app security requirements mobile app security incident
defend against attacks in the last 12 months, with

the average number of
incidents per year being 9
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Both the volume & variety
of these attacks is on the
rise. Organizations faced

Types of mobile app security incidents an average of 9 mobile
experienced over the last 12 months app security incidents
in the past 12 months. 0—
Malware attacks [ T,__‘ 52% }
Data breaches or leaks | —; 45% |
Unauthorized access to ¢ —
sensitive data J = 37% |
Credential theft — 37% }
App cloning or m—
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Tampering or ¢ —~= 349 l
modification of a J - 2
PP Survey data shows $6.99
API exploitation or misuse f —__:_ 33% | million USP is the average
cost of a single mobile app

Reverse engineering of = 31% ) security incident.
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© Organizations are sacrificing mobile app security

for a “ship it” development mentality

Indicate their app dev teams Say that this speed pressure Want developers to spend
are under increased pressure has compromised mobile more time on security than
to accelerate velocity app security they are today

¢ Existing defenses are not enough
to protect against diverse mobile app threats/

The majority of
organizations (60%)

0 don’t have RASP
Only 31% of organizations 0 enabled, leaving
3 107 are obfuscating code, their apps open to
leaving their apps dynamic analysis

vulnerable to static analysis
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0 Nearly 40% of organizations
7 only rely on DIY security

solutions or OS-level protections
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Optimistically, organizations are beginning to prioritize proactive and
multilayered mobile app security strategies. Top priorities include: o
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Effective threat detection Integrating security into Compliance with industry
developers’ workflows, tools, standards
and processes
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